BCT adoption decision process (main flow)
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(*) The definition of "significant" is relative, because it depends on the
specifics of BCT being used. As a rule of thumb, if the average size of a single
business record is below 1KB, you are probably good to go on any Blockchain

platform. If not, you need technically qualified advice for your case.

Is your business process truly
collaborative, with multiple active
participants that are not part of the
same organization?
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No, all active
participants will

Yes, there will be
independent active
participants
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1 Will you have access to the required BCT
! development and integration expertise?
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respond to the same
authority

No, we will not have

Yes, we have it
internally / we are

going to outsource / we

are going to build a
specialized team

Are most of your end users expected to
have enough digital awareness and to
appreciate the unique benefits of a BCT-
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v based application?
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access to this kind of
resources

No, we do not expect
the digital awareness of

Yes, we expect them to
be well qualified / we
plan to educate them
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: Is your application designed to store a
; significant volume of data (*) on the
i Blockchain ledger?
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our end users to
encompass BCT

Yes, the volume of
Blockchain-stored data

No, the volume of
Blockchain-stored data
is expected to be
modest or even
negligible

Is your application designed to store
personally identifiable information (Pll)
on the Blockchain ledger?
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is expected to be non-
trivial

Yes, some form of PII

No, under no
circumstances will Pl
be stored on the
Blockchain ledger

Yes, some or all

participants will not be ,"4
fully trusted ‘

No, only well-known
and trusted partners
will participate

Do you require to make process data
available to external entities?
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contributors include non-trusted actors?

> would end up stored on
the Blockchain ledger

Will the involvement of active
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No, all data will remain
confined within the

Yes, for the purpose of
transparency
(certification / audit /
consumer trust / etc.)

Would it be acceptable that process data
is made publicly accessible, with no
restrictions?
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boundaries of this
application

Yes, process data will
not include any

No, some data should
only be visible to
authorized parties
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confidential
information
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Negative outcome: the use of conventional
technologies is advised for your case
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i A BCT-based solution is
e out of your reach
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Negative outcome: the use of conventional
technologies is advised for your case
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i A BCT-based solution is
’ not advisable
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.........................

Negative outcome: the use of conventional
technologies is advised for your case

' This is a bad scenario for \,

1 BCT, but you may consider -

L managing the bulk of '
. "\ data off-chain ,'

.........................

Inconclusive result: technically qualified
advice is needed to reach a final decision

: This is at odds with
i European regulation, but
,-" you may consider
2 " managing PIl off-chain

.........................
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Inconclusive result: technically qualified
advice is needed to reach a final decision
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Negative outcome: the use of conventional
technologies is advised for your case
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Go through the "Assessment of ‘
Public Blockchains" flowchart,
then return here to complete

your journey

[

Assessment of
Public
Blockchains

/

Go through the "Assessment of
Permissioned Blockchains"
flowchart, then return here to

No, using a Public
Blockchain is not

complete your journey
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Assessment of
Permissioned
Blockchains

No, using a
Permissioned
Blockchain is not
advisable in this
scenario

advisable in this
scenario

Negative outcome: the use of conventional
technologies is advised for your case

Yes, using a
Permissioned
Blockchain is a valid
option in this scenario

Yes, using a Public
Blockchain is a valid
option in this scenario

your case

Positive outcome: BCT is a good match for



Assessment of Public Blockchains (sub-flow)
Warning: to complete this workflow, a good grasp of advanced IT concepts
and a deep technical AND business knowledge of your case are required

START
(from main flow)

Can you make an estimate of the per- 1

1

: i You cannot reach a conclusion until you have
. transaction ROI (*) in the context of your _ i

i ’ '
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checked this out. We recommend that you
stop here, and maybe repeat the

No, at this time I am RETURN: “=--  assessment once you have a clearer picture.
> unable to make such an

estimate Negative

business case?
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(*) In BCT jargon, you execute a "transaction" each time you write data on the i
Blockchain ledger (read-only operations are not transactions). On Public Blockchains, !
each successful transaction incurs a cost, namely a "transaction fee". Such fee is :
proportional to the volume of data written and the complexity of the business logic i
1
1
1
1

executed. The sustainability of any business process that relies on Blockchain
transactions depends on a positive balance between the average business value of a

transaction and its average fee. We call this balance "per-transaction ROI". iz, | el esidlmziie dis

per-transaction ROl in
this application with a
sufficient degree of
confidence
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Is your assessment of the per-transaction ! .. .
i This is not a job for a

P

1
P 1
RO largely positive? N‘:' thg :ssessmen; is ‘ Public Blockchain !
not positive enough to ‘ . . !
R | notpositveenoughto RETURN: o ,
business sustainability Negative
of this application
Yes, | am confident that
the cost / benefit
balance will be positive
with a wide margin
l-' Here is a list of statements that may or may not apply to Blockchain \'\_
' transactions in your context: !
: - They are not executed too frequently [1] :
i - They do not involve complex logic [2] i
I - They are not required to be confirmed immediately and, if they are ' T T T e N
' eventually rejected, our application would still be able to recover I o ]
: gracefully [3] i This is not a job for a

No, there are one or

more constraints that RETURN: 'Wid

are incompatible with Negative N :
our application ’

Public Blockchain
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going to use. For example, on Ethereum the limit would be around 30 transactions
per minute; on Solana, 600. However, you should also consider that to reach this
throughput you would need to implement a very sophisticated client in your
application that will manage "nonces" in a smart way. Without all this smartness,
your maximum throughput would drop dramatically by a factor of 5 or 6.

[2] Again, complexity is a relative concept. As a rule of thumb, the maximum level of
complexity tolerated in a transaction would be running some validation checks on
the input and then updating a simple key-value database. For instance, this is how a
cryptocurrency system typically works.

[3] Transaction confirmation times on Public Blockchains vary by network but
typically range from a few minutes to an hour or more. Only after that time has
elapsed we can consider any submitted transaction as "final" - i.e., we can rely on its
effects being permanent.
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! i This is a job that a Public
Yes, our application can RETURN: .- Blockchain can handle

live with all these . .
constraints Positive
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Assessment of Permissioned Blockchains (sub-flow)
Warning: to complete this workflow, a good grasp of advanced IT concepts
and a deep technical AND business knowledge of your case are required

START
(from main flow)
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: Is there a core group of trusted partners - at least four, including your
i own organization - who could run their own Blockchain node (*)?

! Moreover, are individual partners independent enough, so that it
1
1
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.........................

would make sense to rely on reciprocal control for validating the

1
1
i This is not a job for a
correctness of what is stored on the Blockchain? ;

No, we don't have the Permissioned Blockchain

necessary number of RETURN: 2.
partners with the "
required characteristics
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Negative

(*) Every Blockchain network is made of "nodes". Each node is an independent server
machine connected to all the others through the Internet. In a Permissioned
Blockchain, all nodes are "trusted", meaning that they are operated by a well-known
and trusted business partner.
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Yes, to both questions:
we can build a core
network of trusted

nodes
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Can you assess and compare, with a reasonable degree of confidence,
the Total Cost of Ownership (TCO) of a BCT-based solution (*) vs. its
expected business benefits? Can you also do the same for an
equivalent conventional solution?

{ You cannot reach a conclusion until you have
I checked this out. We recommend that you
1
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stop here, and maybe repeat the

s oo iomimoismismim s - MGl RETURN: “=--. assessment once you have a clearer picture.
D T Rl T e TP . > unable to make such an . o e e -
) L estimate Negative
I (*) A Permissioned Blockchain network is basically a Cloud-hosted application. This !
: implies a cost structure that is similar to that of a conventional solution, but with a :
. caveat: you should expect higher development and operational costs due to the i
1 added complexity of a Blockchain system. i
1 1
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Y ! This is a job that a :
Yes, | can assess with J Permissioned Blockchain ;
good confidence the RETURN: - | can handle !
TCO / benefits ratio of Positive e A

both solutions
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